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1 OVERVIEW

Apple Pay allows for the secure storage of payment card details in an electronic wallet, these cards can be
used to make payments on-line, in-store, and via iOS apps. The Payment Express Apple Pay API supports
Apple Pay on iOS mobile applications, direct from the merchant website using ApplePay JS, as well as
PxPay2.0 on iOS and macOS Sierra.

Apple Pay for Web payment option on PxPay?2.0 will require no certificates. Merchants can request the
Apple Pay payment option to be enabled on the PxPay?2 user. For customers with the appropriate device and
OS, Apple Pay will be present on the hosted payment page.

Apple Pay on iOS applications will require one certificate to be generated; this certificate is used to verify
the transaction is associated with a real merchant. Transactions are sent using the Payment Express mobile
SDK, for more information see the PX payment module iOS document.

ApplePayJS will require two certificates, one which is used to verify the transaction is associated with a real
merchant and the other to verify the domain the request came from. The Apple Pay payment option for
PxPay2.0 will only require the merchant to have this option enabled on their Payment Express account, no
additional integration is required after. Please note, customers must use Safari with iOS 10+ or macOS
Sierra if they intend on using the PxPay2.0 Apple Pay payment option.

2 TRANSACTION TYPES SUPPORTED

The following transaction types are supported in various Apple Pay integrations.

Transaction Type Description

Auth An initial transaction which places a hold on customer funds for a completion
at a later date. Can be used on both Apple Pay for Web as a payment option
for Pxpay2.0 as well as on iOS applications.

Complete The second part of the Auth/Complete transaction, deducts funds from a
customerd6s account based on an initd.i

Purchase A once off transaction.

Refund A single refund transactionthat settl es into the cu

Void ‘ Reversal of an unsettled pending transaction.
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3 CUSTOM INTEGRATION OF APPLE PAY JS

ApplePayJ S requires some additional wor kToase ApplaRayongaurc hant 0 !
website, all pages that include Apple Pay must be served over HTTPS; you must have a valid SSL
certificate, and support TLS 1.2.

Customers must be using iOS 10 or macOS Sierra for Apple Pay JS to work. On page load, check that
window.ApplePaySession is not null; if ApplePaySession exists,

call ApplePaySession.canMakePayments() to ensure that the device is capable of making Apple Pay
payments, or ApplePaySession.canMakePaymentsWithActiveCard() to verify that both the device is
capable of making Apple Pay payments, and that the user has at least one provisioned card. This latter
method asynchronously contacts Apple Pay servers as part of the verification process.

If this returns true, you can make the ApplePay button visible.

On button press, you will need to create the Apple Pay Session object and call .begin() method on that
object. When creating a new ApplePaySession object, you must supply the PaymentRequest object. An
example of the PaymentRequest object is the following:

var request = {
countryCode: 6 US 6
currencyCode: 6 US D6
supportedNetworks: ['amex’, 'visa', 'masterCard,
merchantCapabilities: ['supports3DS'],
total: { label: 6 Yo ur ,&nwined 0 } 00 6

}

This is sent to Apple and once onpaymentauthorized of Apple Pay session object is triggered, the returned
token must be formatted and sent to the correct payment express URL (see section 5.0)

Additional documentation and samplecodec an be found on Appledbs devel oper s
https://developer.apple.com/reference/applepayjs

https://developer.apple.com/reference/applepayjs/applepaysession
https://developer.apple.com/library/content/samplecode/EmporiumWeb/Introduction/Intro.html#//apple ref/doc/uid/TP400

17557
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4 TRANSACTION FLOW FOR PXPAY 2.0

4.1 OVERVIEW

Customers using Apple Pay for web as a payment option on PxPay2.0 must have the following:
Use Safari
Use either an iOS device with iOS 10 (or later) or a mac with macOS Sierra (or later)

This option will simply appear as a payment option on the PxPay2.0 Hosted Payments Page

€) paymentexpress

Payment Checkout

Amount: $1.00 (NZD)

Select Payment Method

Select a payment method from the following available options:

VISA @

Cancel Payment
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5 TRANSACTION FLOW FOR APPLEPAY JS

5.1 OVERVIEW
Payment Express Apple Pay acts as an intermediary between Apple, the merchant application, the Payment

Express backend,and t he customer 6s bank.

A transaction is initiated whent he mer chant application sends a request
token, this token is encrypted and contains a referenc

Apple verifies the customer using either fingerprint scanner (on iOS app) or a passcode and returns the
payment token after successfully validating the customer credentials.

The Apple payment token is then returned to the merchant application or website, and from there it is
forwarded to the Payment Express backend by the Payment Express Apple Pay API. A transaction is
performed and the response from the cust oniwebsies bank i s

Please post JSON requests to the following URLSs:

Production - https://sec.paymentexpress.com/applepay/api

Testing - https://uat.paymentexpress.com/applepay/api

Please refer to the flow chart below for the full transaction flow.
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Apple Pay Transaction Flow

RS Payment Express Payment Express
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l f 3
User access
. granted 1/ —‘
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End
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5.2 APPLE TOKEN
When a transaction is initiated, Apple will provide a token to the merchant application. This will be formatted
as per below:

Example Apple Token

{

"data" :

"+wiE8go6hmLJOjKVwWIOSEGE . é-0LoxtYNVf1+90hQitUdxLa4N3QwrHnWkeOvpgJPJJ6ToqwkniyC
p56V/GUatYPAbwxNL7o0KdmntltxkxO+TZ3tLpsPg4TVcGOW46hdkGKpsIKYVS+LZtLmjIRPIJVbPAQSg
6ViduPBg6w=",

"signature" :
"MIAGCSqGSIb3DQEHAgCAMIACAQExDzANBglghkgBZQMEAgEFADCABgkghkiGOwWOBBWEAAKC
AMIID4jCCA4igAwIBAgIIJEPygAad9XcwCgYIKoZIzjOEAwIwe]EuMCwGALUEAWWIQXBwbGUgQXB
wbGljYXRpb24gSW50ZWdyYXRpb24gQOEgLSBHMzZEmMMCQGALUECWwdQXBwbGUgQ2VydGIima
WNhdGIvbiBBdXRob3JpdHkxEzARBgNVBAoMCKFwcGxIIEluYy4xCzAIJBgNVBAYTAIVTMB4XDTEO
MDKyNTIyMDYXMVoXDTé é . é&xR2VD40A5RWem8dIbDRgk94ty3ET21gwCqYIKoZIzjOEAWIERzBF
AIEAsSDKY2jTDS3RXVZkhOHEQt37TuBmfYriM98I18hwKY7wcCIEZCFMpZwvBWCEIKB\VnVBlapA4pt5
KAJhUBbmXWxaUGeAAAAAAAA",

"header" : {

"publickeyHash" : "gn4gI5VRh+uSxbf7PT6PZ1kicbYFMg5RqSS1INdSRblk=",
"ephemeralPublicKey" : "MFkwEwYHK0ZIzj0OCAQYIKo0ZIzjODAé 4Ib5JPIhlkw9fECNn38Q==",
"transactionld” : "8a08494423d07f9439da743a8d0249b8865a53009e0ab75811b8c44f0e307chbh"

b

"version" : "EC_v1"

}

5.3 AUTH TRANSACTION
Initiating an Auth transaction requires the merchant application to incorporate the Apple token into JSON or
XML and send this through to Payment Express

Example Auth Transaction JSON

{
"txn": {

"txnType": "Auth",
"userName": "username",
"userPassword": "password",
"merchantTransactionld": "00100000003",
"merchantReference": "Ab01234",
"payload": {

"data":
"gM5inKLVr5KMIbg18XV60HVgQ502ApchbYVMiHXVuv5F835JWW3RiIPWGpL+ZbFD4AMSwVHtAqdV
MHFYq4QzLmTEbxF3C4SYHfFdVUmbwpRbdYN24ddVEz68yWGh3upLDfSmOrlfUBsKNFm8HgWEuU
KUaVé é .3flbBaYzbh43J0VUSobnyQIjnrsgEZUT16UDKIi04PE17tcEjwIDp+ug0aYTDjwPTKhXB1gK4F
tiYexQ==",

"header": {

"ephemeralPublicKey":
"MFkwEWYHK0ZIzj0CAQYIK0ZIzj0ODAQcDUSCdZEcYc6HsFN5bdSJR72vIBIAcfCbWRQ==",

"publicKkeyHash": "HGEcI9RQa4BVCS6WxKt6nd\/xV4=",

"transactionld": "1f9677d31e0c210ccOecfd5a9a40b95b08adcf837d7dc26dale4”

}

signhature":

"MIIITgYJKoZlhveNAQcCollIPzBggghkjOPQQDAjCVudDEhMB8GA1UECgwYRGIyZWNOIFBheW1lb

nQgU29sdXRpb25zMRIWEAEzNDBaFé ¢é é é .CwYJYIZIAWUDBAEqQMAsGCWCGSAFIAWQBFjALB

glghkgBZQMEAQIwCgYIKoZlhveNAwcwDgYIKoZlhveNeDahX\\/cvTC36GfoGgwjlZ00AQfjb",
"version": "EC_v1"

4
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"txnDatal": "Datal",
"txnData2": "Data2",
"txnData3": "Data3",
"deviceld": "0123456",
"clientVersion": "v1"

Example Auth Transaction XML

<Txn>
<TxnType>Auth</TxnType>
<UserName>username</UserName>
<UserPassword>password</UserPassword>
<MerchantReference>Ab01234</MerchantReference>
<MerchantTransactionld>00200000003</MerchantTransactionld>
<Payload>
<Data>qM5inKLVr5KMIbg18X/60HYN24ddé é é é .fSmOrlfUBsKNFm8HgWEu==</Data>
<Header>
<ApplicationData></ApplicationData>

<EphemeralPublicKey>MFkwEwYHK0ZIzj0CAQYIK0ZIzjODAQcDQgAE30UXhH1qzFRwWGA4kvLplpl
BBcfugjnTIBIAcfCoWRQ==</EphemeralPublicKey>

<PublicKeyHash>HGEcI9RQa4BVCS6WxKY1O0TIRWLDQkKyxkoXténd/xV4=</PublicKeyHash>

<Transactionld>1f9677d31e0c210cc091479c457842ecfd5a9a40b95b08adcf837d7dc26daled</Trans
actionld>
</Header>

<Signature>MIlITgYJKoZlIhveNAQcColllPzZCCCDsCAQExDzANBglghkgBZQMEAgEFADALBgkghki
G9w0BBwGgggXyHDAIFbGxlcnNsaWUXETAPBgNVBAgMCEF1Y2tsYW5kMQswCQYDVQQGEwJO
WjAeFwOxNjA5MjcwMDEzNDBaFw0OyNjASMjUwMDEzNDBaMIG+é é é Bm6hf2K8+GZ5Vr6NnOSUu
vsSCIHFRFwQkJ+KnmrKeDahX//cvTC36GfoGgwjlZ00AQfjb</Signature>
<Version>EC_v1</Version>

</Payload>

<TxnDatal>Datal</TxnDatal>

<TxnData2>Data2</TxnData2>

<TxnData3>Data3</TxnData3>

<Deviceld>0123456</Deviceld>

<ClientVersion>v1</ClientVersion>
</Txn>

54 COMPLETE TRANSACTION
A Complete transaction must be put through in order to withdraw funds from the customer account following
a successful Auth.

Example Complete Transaction JSON

{
"txn": {
"txnType": "Complete",

"userName": "username",
"userPassword": "password",
"currencyCode": "554",

"amount": "100",
"merchantTransactionld” : "00100000004",

"merchantReference": "Ab01235",
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"dpsTxnRef" : "000000420000084d",
"txnDatal": "Datal",

"txnData2": "Data2",

"txnData3": "Data3",

"deviceld": "0123456",
"clientVersion": "v1"

Example Complete Transaction XML

<Txn>
<TxnType>Complete</TxnType>
<UserName>username</UserName>
<UserPassword>password</UserPassword>
<Amount>100</Amount>
<CurrencyCode>554</CurrencyCode>
<MerchantReference>Ab01234</MerchantReference>
<MerchantTransactionld>00200000004</MerchantTransactionld>
<DpsTxnRef>000000420000084e</DpsTxnRef>
<TxnDatal>Datal</TxnDatal>
<TxnData2>Data2</TxnData2>
<TxnData3>Data3</TxnData3>
<Deviceld>0123456</Deviceld>
<ClientVersion>v1</ClientVersion>

</Txn>

5.5 PURCHASE TRANSACTION
Initiating a Purchase transaction requires the merchant application to incorporate the Apple token into JSON
or XML and send this through to Payment Express

Example Purchase Transaction JSON

{
"txn": {
"txnType": "Purchase",
"userName": "username",

"userPassword": "password",
"merchantTransactionld": "00100000005",
"merchantReference": "Ab01234",
"payload": {

"data":
"gM5inKLVr5KMIbg18XV60HVgQ502ApchbYVMfHXVuv5F835JWW3RiPWGpLVHtAqdVMHFYq4QzL
MTEbxF3C4SYHfFdVUmbwpRbdYN24ddVEz68yWGé é € é UDKio4PEL17tcEjwIDp+ug0aYTDjwPTK
hXB1gK4FtiY6xQ==",

"header": {

"ephemeralPublicKey":
"MFkwEwYHK0ZIzj0CAQYIK0ZIzjODAQcDQgAE30UXhH1qzt7ZsmuSCdZEcYc6HsFN5bdSIR72vIBI
AcfCbWRQ==",

"publickeyHash": "HGEcI9RQa4BVCS6WxKY1OTIRWLDQkKyxkoXténd\/xV4=",

"transactionld": "1f9677d31e0c210cc091479c457842ec837d7dc26dale4”

Ii

"signature":

"MIITgYJKoZlhveNAQcCollIPzCCCDsCAQExDzANF1Y2ts YW5kMQswCQYDVQQGEwWJOWjAeFw0x
NjA5MjcwMDEzNDBaFwOyNjASMjUwMDEzé é é é LBglghkgBZQMEAQIwCgYIKoZlhveNAwcwDgYI
KoZlhveNAWICAgCAMAOGCCqGSIb3DQMCAgFAMACGBSsOAWIHMAOGCCqGSIb3DQMCAgEoMA
0GCCqGSM49BAMCBEYwRAIgdImBPfdBwWFNXzkiTbefgBm6hf2K8+GZ5Vr6NnOSUuvs CIHFRFwQk
J+KnmrKeDahX\\\\cvTC36GfoGgwjlZ0oAQfjb",
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"version": "EC_v1"
}1
"txnDatal": "Datal",
"txnData2": "Data2",
"txnData3": "Data3",
"deviceld": "0123456",
"clientVersion": "v1"

Example Purchase Transaction XML

<Txn>
<TxnType>Purchase</TxnType>
<UserName>username</UserName>
<UserPassword>password</UserPassword>
<MerchantReference>Ab01234</MerchantReference>
<MerchantTransactionld>00200000005</MerchantTransactionld>
<Payload>

<Data>gM5inKLVr5KMIbg18X/60HVqQ502ApchbY/MfHXVuv5F835JWW3RiPWGpL+ZbFD4MSwN60z
wtsBj8fkrPp094Cpao8bX964RavhbWk/Hté é . IDp+ug0aYTDjwPTKhXB1gK4FtiY6xQ==</Data>
<Header>
<ApplicationData></ApplicationData>

<EphemeralPublicKkey>MFkwEwYHK0ZIzj0OCAQYIK0ZIzjODAQcDQgAEEKkKt7ZsmuSCdZEcYc6HsF
N5bdSJR72vIBIAcfCbhWRQ==</EphemeralPublicKey>

<PublicKeyHash>HGEcI9RQa4BVCS6WxKY1OTIRWLDQkKyxkoXt6nd/xV4=</PublicKeyHash>
<Transactionld>1f9677d31e0c210cc091479c495b08adcf837d7dc26dale4</Transactionld>
</Header>

<Signature>MIlITgYJKoZIhveNAQcColllPzCCCDsCAQExDzANBglghkgBZQMEAgGEFADALBgkghki
GOWOBBWGgggXyMIIC25zMRIWEAYDVQQHDAIFbGxlcnNsaWUXETAPBgNVBAgMCEFLY2ts YW5kM
QswCQYDVQQGEwWJOWjAeFwO0xNjA5MjcwMDEzNDBaFw0yNjA5MjUwMDEzNDBaMIG+MSOwKwY.J

CqGSIb3DQMCAgEOMA0GCCqGSM49BAMCBEYwRAIgdImBPfdBwFNXzkiTbefgBm6hf2K8+GZ5Vr
6NNnOSUuvsCIHFRFwQkJ+KnmrKeDahX//cvTC36GfoGgwijlZ0o AQfjb</Signature>
<Version>EC_v1</Version>

</Payload>

<TxnDatal>Datal</TxnDatal>

<TxnData2>Data2</TxnData2>

<TxnData3>Data3</TxnData3>

<Deviceld>0123456</Deviceld>

<ClientVersion>v1</ClientVersion>
</Txn>

5.6 TRANSACTION RESPONSE

After performing a transaction, the following response will be returned. If the transaction failed due to setup
issues such as invalid credentials or the use of an unsupported card, the transaction reference will not be
included in transaction response and an error ReCo will be returned.

Example Transaction Response XML

"txn" : {
"success" : "1",
"responseText" : "",
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"authorized" : 1,

"reCo" : "00",

"rxDate" : "20170418015929",
"rxDateLocal" : "20170418015929",
"localTimeZone" ; "UTC",
"merchantReference" : "Ab01234",
"cardName" : "MasterCard",
"authCode" ;: "",

"amountBalance" : "0.00",
"amount" : "1.00",

“currencyld" : "840",
"inputCurrencyld" : "840",
"inputCurrencyName" : "USD",
"currencyRate" : "1.00",
"currencyName" : "USD",
"cardHolderName" : "test",
"dateSettlement"” : "20170418",
"txnType" : "Purchase”,
"cardNumber" : "543111......1111",
"txnMac" : "25FA3AFA",
"dateExpiry" : "1220",
"paymentMethod" : "ApplePay",
"dpsTxnRef" : "0000004200000844",
"txnRef" : ""

Example Transaction Response XML

<Txn>

<Transaction success="1">
<ResponseText>APPROVED (00)</ResponseText>
<Authorized>1</Authorized>
<ReCo0>00</ReCo>
<RxDate>20170508223243</RxDate>
<RxDatelLocal>20170509103243</RxDatelLocal>
<LocalTimeZone>NZT</LocalTimeZone>
<MerchantReference>Ab01234</MerchantReference>
<CardName>MasterCard</CardName>
<AuthCode>
</AuthCode>
<AmountBalance>0.00</AmountBalance>
<Amount>1.00</Amount>
<Currencyld>840</Currencyld>
<InputCurrencyld>840</InputCurrencyld>
<InputCurrencyName>USD</InputCurrencyName>
<CurrencyRate>1.00</CurrencyRate>
<CurrencyName>USD</CurrencyName>
<CardHolderName>test</CardHolderName>
<DateSettlement>20170509</DateSettlement>
<TxnType>Purchase</TxnType>
<CardNumber>543111...... 1111</CardNumber>
<TxnMac>25FA3AFA</TxnMac>
<DateExpiry>1220</DateExpiry>
<PaymentMethod>ApplePay</PaymentMethod>

</Transaction>

<DpsTxnRef>0000004200000851</DpsTxnRef>

<TxnRef>

</TxnRef>
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</Txn>

6 APPLE SSL CERTIFICATE

6.1 OVERVIEW

In order to integrate with Apple Pay for mobile applications and Apple Pay JS, the merchant must be
provided the Apple SSL certificate. This is attained by providing the Certificate Signing Request (CSR)
generated by Payment Express.

Apple Certificate generation process
Apple Merchant Payment Express
- Start )
Create mercharnt
. Merchant requests C5R generated and
Sgﬁﬁm f——+—| C5R from Paymert ———»  provided to
4 Express merchant
required
sSL certificate Provide CSRto ‘
generated 1 Apple B
. | Provide certificate g
™t Payment Express ———% Upload certificate:
End
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6.2 SETUP WALKTHROUGH
1. The merchant developer must create a new merchant ID with Apple, log in

Developer account

12

using an existing Apple

€ p

& Developer

Overview

Membership

People

® ® © 0

iTunes Connect

)

CloudkKit Dashboard

Code-Level Support

Documentation

Downloads

Forums

Bug Reporter

News & Updates

@ Account - Apple Developer X =

Certificates, IDs & Profiles

) @ Apple Inc. (US) | https://developer.apple.com/account;

Most Visited @) Getting Started ¥ System Dashboard - P...

The Apple Developer Program License Agreement has been updated.

In order to access certain me

Review Agreement

Pa

©

p: ac

REMSCOLY3W T\

e QSsearch wBa 9 3 A 8 2

Account

mbership resources, you must accept the latest license agreement.

yment Express Limited

Apple Developer Program

People

Send invitations to your development team so they can take
advantage of membership resources.

Certificates, Identifiers & Profiles

Manage the certificates, identifiers, profiles, and devices you
need to develop and distribute apps.

iTunes Connect v

2.

Navigate to Merchant ID and add new

@ Merchant IDs - Apple Dev.. X 4

€

@ @ AppleInc. (US) | https://developer.apple.com/account/ios/i

Most Visited @) Getting Started ¥ System Dashboard - P...

& Developer

Discover

Design

Certificates, Identifiers & Profiles

¢ Q Search

w8 9 3

Develop Distribute Support Account

i0S, oS, watchOS

& Cenificates
Al
Pending
Development
Production

APNs Auth Key

10] Identifiers
App IDs
Pass Type IDs
Website Push IDs
iCloud Containers

App Groups

-

4 Merchant IDs total.

Merchant IDs

Name

PX Merchant 2
PX QA Apple Pay
PX TestMerchant

PX merchant

[ MerchamDs

[] Devices
Al
Apple TV
Apple Watch

iPad
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3. Register a Merchant ID with a description and identifier
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All

Pending
Development
Production

APNs Auth Key

[10] Identifiers
App IDs
Pass Type IDs
Website Push IDs
iCloud Containers
App Groups
Merchant IDs

[ Devices
Al
Apple TV
Apple Watch
iPad
iPhone
iPod Touch

[1 Provisioning Profiles
All
Development
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@ Register- MerchantIDs-... X =

€ O @ Appleinc. (US) https://developer.apple.com/account/ios/i (] Q Search

Most Visited @) Getting Started ¢ System Dashboard - P...

@ Registering a Merchant ID

Register your Merchant Identifiers (Merchant IDs) to enable your apps to process transactions
for physical goods and services to be used outside of your apps. Generate a Apple Pay
certificate for each registered Merchant ID to validate transactions initiated within your app.

Merchant ID Description

Description:l Test Merchant '
Yol Cannort USe Special CRaracters such as . &

Identifier

Enter a unique identifier for your Merchant ID, starting with the string 'merchant’.

ID: I merchant.com.testcompany.TestMerchant

We recommend using a reverse-domain name style string (i-e.,

merchant.com.example. merchantname).

Cancel

4. Confirm the Merchant ID information and register
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@ Register - Merchant IDs - ...

€  © 8 Appleinc. (US) | https://developer.apple.com/account/ios/i ¢ Q Search w B8 4+ A

Most Visited @) Getting Started ¥ System Dashboard - P...

@ Confirm your Merchant ID.

Ensure your Merchant ID information is correct.

Name: Test Merchant

Identifier: merchant.com.testcompany.TestMerchant

Cancel Back.
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5. Select the new Merchant ID and select edit
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6. Provide the new Merchant ID details to Payment Express Support support@paymentexpress.com.

Name and ID are stored by Payment Express and a Certificate Signing Request is generated and

returned to the merchant.

7. Inthe Merchant ID settings click Create Certificate

& Settings - MerchantDs- . X | 4

€ (@ Appleinc. (U5) hitp:
1B Most Visited @ Getting Started ¥ System Dashbosrd - P..

. apple.com/account/ics/ide
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10S Merchant ID Settings

Sehup sd configure seniices forttic Meciiatio:

m ID: merchant.com.testcompany.TestMerchant
Name:

‘Test Merchant

To configure Apple Pay for this Merchant ID, a Certificate that is used by Apple to encrypt
transaction data, Is required. Each Merchant ID requires its own Certificate. Manage and
generate your ceruficates below.

14 Payment Processing Certificates

Create a centificate to use for this Merchant 1D

Apple Pay on the Web

Apple Pay on the web for thi You must register and vertfy the
‘domains that will process transactions. Each Merchant ID also requires a certificate to connect
10 the Apple Pay servers for the purposes of processing transactions.

Incorporation of Apple Pay Into your website is subject to these Acceptable Use Guidelines.
Fallure ply of Apple Pay
your website.

(5 Merchant Domains.

Add a domain for use with this Merchant 1D Add Domain
[ Apple Pay Merchant Identity
< Create Cerueate

14
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8. Read and confirm Apple conditions
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9. Upload the CSR generated by Payment Express in step 6
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10. Download and provide the certificate to Payment Express
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7 APPLE SSL CERTIFICATE FOR WEB

7.1 OVERVIEW

Incorporating Apple Pay into your website with Apple Pay JS will require an additional certificate to be

generated. The two CSRs will be provided by Payment Express at the same time and should be used to
generate the two respective certificates on the mercha

Apple Certificate generation process

Apple Merchant Payment Express
Start
mﬁﬁm Merchant requests CSR generated and
< r'“_ Request % CSR from Payment ———» provided to
igning Exprass merchant
required
551 certificate Provide C5Rto | ‘
generated : Apple "

_ | Provide certificate
© to Payment Exprass

. » Upload certificate

l

End

¢) paymentexpress



7.2 SETUP WALKTHROUGH
1. Go to your Apple Developer account, choose the same Merchant ID as above and click Edit.

Certificates, Identifiers & Profiles

05, vOS, watchOs

7 Cernficares
All
Pendirg
Development
Froducton

APNS Auih Key

= ldenuillers
App 103
Fass Type 103
Websine Push IDs
loed Contasners
App Groups

5 Merchant IDs total.

Merchant IDs

18

Namr
P Merchamt 2
P OA Apple Pay

FE TevtMershamt

FE pruere Bt

Mame Test Merchant

D -

E_Hud-l:h

L Deveces
all

ck

Website Push IDs
iCloud Containers
App Groups
Merchant IDs

[ Devices
All
Apple TV
Apple Watch
iPad
iPhone

iPod Touch

[ Provisioning Profiles
All
Development

Distribution

ACreate

[ Payment Processing Certificate

Name: merchant.com.testcompany.TestMerchant

Type: Apple Pay
Expires: Nov 11, 2018 (Active Certificate)

Create an additional certificate to use for this Merchant ID.

Apple Pay on the Web

merchant com testcompany. TestMerchant

(==

®™erchani lfentity Lertdicatedsre ctt h eo n

Create Certificate

To configure Apple Pay on the web for this merchantID, you must register and verify the
domains that will process transactions. You must also create a Merchant Identity Certificate,

which authenticates your web sessions with the Apple Pay servers.

Incorporation of Apple Pay into your website is subject to these Acceptable Use Cuidelines.

Failure to comply with these guidelines may resultin deactivation of Apple Pay transactions on

your website.

[/ Merchant Domains

Add a domain for use with this Merchant ID_

[# Merchant Identity Certificate

Create a merchant identity certificate for this merchant ID.

Add Domain

¢) paymentexpress
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3. On the screen with information about creating a certificate signing request press Continue.

i0S, wOs, watchOS

N Certificates
All
Pending
Development
Production

APNs Auth Key
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4. On

Add 105 "Certificate”

Select Type Request Generate a Download g

“Certiioate
=

About Creating a Certificate Signing Request (CSR)

Create a CSR file.
Follow these instructions to create a CSR using Keychain Access:

In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

In the menu bar, choose Keychain Access > Certificate Assistant > Request a Certificate from
a Certificate Authority.

¢ In the Certificate Information window, enter the following information:
® |n the User Email Address field, enter your email address.
¢ In the Common Name field, create a name for your private key (e.g., John Doe Dev
Key).
¢ The CA Email Address field should be left empty.
In the "Request is" group, select the "Saved to disk” option.

® Click Continue within Keychain Access to complete the CSR generating process.

Cancet | |

the Generate your certidéda akwet tsan theeosdfilppredlidesidoyi Ch oo s e

Payment Expressthenpr ess A Conti nueo.

Certificates, identificrs & Profiles =
05, XS, watchis = Add 105 “Certificate™
¢ con EENETNEDY
an
Panding
. Generate your cemificate.
Pt
APH Barth Kay
& Meradan When your O35 file is created, a public and private key pair is autoematically generated. Your
= privane ey is stoned on your ooampeter. Om s Mac, it is 3tored inthe login Keyohain by defasi
Ao wred can Bz viewved in the Keypchaim Access app under the “Keys ™ cansgory. Your requested
Parts Typet D4 cemificate is the pubdic hall of your key pas.

Webrae Punk Dh
W Contarary
S Lrraary

L e

L Dewaes

Upload CHR ke,
Seliet certtigrangRequedd file saved on your Mas

* meerChasst. Ccom. testoompany. TestMerchamil Losr
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5. On the next screen press download the generated certificate and then press fDoned pr ovi de this certi
Payment Express.

¢) paymentexpress





















